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MEMORANOUM FOR: Exccutive Assiatant to the 0D/S

SUBJECT. : The Headquarters Courler Systems

" -1. This memoranduw. is submitied at the request of
I—m [your office to give the status within the
fice o Secur:ity of action toward implementing the recormendation

of the luspector General coacerning the Headquartera courier
systemas,

25X1 .

4. The VUlfice of Security had made an extaasive escurity
sarvey of the courier systems, and submitted a detailed report,
dated 9 February 1960, Thereaftor the Inspector General's
Clfice condacte: ¢ supyiewental investigation; ite report, dated
iy Movember 1537, expressed general agreement with the O3
report ana made sumilar and additional recommendations. Since
that time, reprusentatives irom this office and yours have had
various discussions relating to the mattars set forth in both reporte.

3. Using the order of listing of the Inspector Gemeral's
ainendations as given us by| | the following is the

) f'the matters within the Office of Security, and our undor-.
L .lmmg c\f the action taken or to be taken hy othu- DD/8 components:

. Recammmd;ﬂoa No. 1; “That the omcc ot Seeuruy condact a
survey of the .\gency's procedures for classified document

~control 16 insure proper compliance with. Ezucutivo Order
Ce 1050 ud pemncnt Agcacy rcguhﬁcml "

nrering Iq ¢ ‘jhhﬁoaa lt'
> clas iﬂed dnmut m:utml is one of the major functions

’Lnﬂadud in tha uzuhr work of the Dfﬁca ol _Siearity. It u '
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pari of ths separste security surveys coatinually being made of
- individual Headquarters components, of specific activities, and
25X1 of the Agency's | installations.

L. The recommendation was made ia both the 1G and the
0S8 reports. In each case it followed statements of findings
relating to the use of courier and documents receipts. For the
present purposes, it can be considered that the recommaendation
is intonded to apply omly to this phasse of classified document
control.

¢. The IQ recommendation came after & finding that
there is a lack of uaiformity in the use of courier and document
recsipts. The OS report made the same general finding, but
only as to intra-Agoncy transmittals, noting that docament
Teceipts are required for transmittals outside the Agency:
within the Agency, the use of such receipts 15 optionnl with the
sender for material SECRET aad below, A new Courier Receipt
and L.og Record Form 240 had been placed in use in 1958, and was
intended to correct seme of the faults {n intra-Agency deliveries,
but is used by oniy about half the Agency.

a. Exscutive Order 10501 does not reqaire the use of
receipt lorvas for transmittal within an agency, but leaves this
matier (o the discretion of the head of the agency, ,-muyhg

" “saly "good accountability records.” Sdbseguent to the submissica
of thess reports, the Executive Staff of O3 reviswed the Agency
accountability cestrols, has prepared ceortain relatively minor
revisions in the Regulations which now are in process, and
believes that the Regulation requirements conform teo the provisions
of £EO 10801, The surveys upon which the OS and IG reports were
baged presumably noted all iastances in which practices did not

. couform to Regulations, so that this particelar muhuaa '
R mny sucompacses many of the ethers.

Dl n'uldumrmmboumdm o
lnplmnw this specific recommaendation is to make it cns of
&-»Mld&eunmuitymuydmw' 8

various compoacnts to be housed in the new Headquartars Baildlng
v an complsted their move, and what amousts to a rather comphtcly
‘Bew courier oyctcu opotttim is in oﬂtct. '
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Recommendation No, 21 " When bulk deliveries ars made ... itis o
recommmenaded that a manifest-type receipt be pr_c‘pgrf.d Ve md :
the courier insist om inventory and receipt at time of delivery.™

a. In the O3 report this recommseadation followed state-
ments that en deliveries of RI pouches to State Department the °
courier did not wait for ths recipient to inventory tha separate
pouches inaide » mail sack, but left ths sack and & later cmzﬂ.r
would pick up the receipt. This practice is contrary to that of .
other agencies on their bulk deliveries to CIA,

b. There is no guertion about this recommaendation,
which should be implemented by Mall & Courier Branch, OL,
at once, if it has not done so already. Tho practices noted
violate banic security principlss.

Recommendation No, 3: '""That an Ageucy handbook be prepared and
published that would consalidate all official directives ... aad
make it easier for clerical help to follow ., . "

A\

a. This is an OF as wel! as an IG recommendation. The
preparation of the bandbook would be a task for OL, witha
security raview by Os before its {ssuince,

Recommendation No. 4; “That represontatives from the Ofice al
Logistics, Office of Perscanel, and Office of | _
comsider and adopt bettey ways and means to prwmt m &mpropnr
transmissions of classified material that sometimes occur vhan ’
postage slips are lost or become detached from m ’u;lunod
mﬁl or p;cklge.

" m, The situation herse is that,| . la -
cowdanue volume of mn is seat out by nﬂm"#amyunmn o
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b. Any system of forms or other instructions from the
com ponent to the mailing point is -uhjecthaimkuutnnmu. ,
Ve now suggest for your consideration & aow approach to the
problem which should eliminate the etop susceptidls te failure.
Why not establish pestage accounts at, and supply postage

stamps 10, the component which prepares the mall and would . - -

itself affix the postage?

Recommendatica No. 8: "lastruct all couriers to: (1) Deliver
classified material to the sddresses or authorised-aamed
representative oaly, (23) Ragquest proper identification from
ali recipients prior to delivery of clasasified material., (3)
Under uo circurnstances deliver classified matsrial to
unsuthorized parsoas,."”

a. This IG snd OS recommendation should be implamented
by Mail & Courier Branch, OL. The instructions actually are
standard practices which all couriers should follow, and generally
do; it w23 only the infrequent lapses disclosed in the OS report
which made the recommendation necessary,

Hecommendation No. 6: "The Chief, OCR Linison, preparze a
memorandun: for all Agsacies and Departments with whom couriers
make contact, rsguesting their cooperation in asking CIA couriers
to identify themselves properly before turning classified materials

- over to them, All offices in CIA to be- Murlyuﬂnﬂud
requested to ask couriers to show their courier's identification
credentials. "

2. After the submission of the OF report, OCR did send
such a memorandum, but only to Army, Alr Force, Navy, and
State. It is understood from ocur discussicns with | |

- that he has been dealing with OCR to have it send & similar
. memorandum to ita liaison points in all otber d-muud
. sgencies with whum ‘we hw courier pick np: uutdaumin. o

Rmmmdltton No. 7: "an mﬂcr-dﬁml viﬁ u t:&p mndlut

" a. The Msil & Courier Branch, OL." h,___impl-mcn!od

: - this recommendation by adopting the use: _
Y pecords. Whether or not mporviwﬂ lt‘. -tudyiu -and ‘h“m‘l

iSEﬁREI

Approved For Release 2005/08/16 : CIA-RDP70-00211R000800080029-3

5X1




Approved For Release 2005/08/13E3WP70-0021 1R000800080029-3

these to ssrve their lntendod security purposs, wouid be one
of the points to be coverad in the mext security survey.

ndation No, 8: “That the Office of Logistics snd the Offics
: Security jointly investigate the feasibility and practicability
drmmonm:rdwmprhﬁanga(m
numbering 30) by the esiablishment of & special center st the
Pantagon to be manned by twe or meore Agency smployees
whose daties will include internal delivery M collections to
these offices.”

a. This is a management problem, rather than s
sccurity one. The atudy should be made by OL itself, and
not with OS, OS would review the dotails of any proposed new
systom for conformance te security requiremaats.

Recommendation No. 9: "That the focal point ia the Office of
Security be designated the office of record for maintaining a
completa roster of all headquartere couriers and coarier
equipment, and that the Director of Security provide a staffing
slot for a full-time courier inspector.”

a. In the JQ report this recommaendation followed cmes
that OS5 designate a focal point to handls matters relating to the
- couriex systeme {No. 16 here), which OS has done; and that s
DD/5 directive be issued to have all componsnts provide 08
with data on a currcat basis as to their courier systems (No. !
hare), which is discussed naxt,

b, Noither part of this instant recommendation is
feasible. The rmainstaining of such resters would be an admini-
strative task involving work serving mo direct security purpose.

Ammmmmwmmwaﬁl
. specisl courier systemue to Serve their par T
problems. The regularizing of the contrier -ym-ndﬂn
. rcmmsmmnmhuﬁuuu&tmtw«B:%
- QL, probably is the answer te both thi gen. and
'this specific recommendation. This milghi !bnwthc RAAg
"muﬂuﬂﬂyﬂl&hammm 18, -

A . mmm:ma&.am:«mum
L that a full-time OS mrhrwurh’wd. woald tnvohm
o creating a specific position which would be d.ifﬂclntojwy

N

SECRET
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The security probiems relating to the coarier systems are
cumereus, but they are being handled by the present action

of vgrioes parts or personnsl of the Office of Security zs
specific matters arise, Many of the security problems would
ke sliminated upon ths implementation of some of thess ether
1G recommmendations,

Recommandation No, 18: "That (1) the DD/S iasue & dirsctive to
all units of the Agency empleying individual couriers not
assigned to the Mafl &k Courier Branch, Office of Logistice,
to provide the Office of Security ...{complete detailo of their
courier systams}); and {Z) the Office of Leogistics in coordin-
atica with the Office of Security review these data to eliminate
wherever practicable duplication of courier services, courier
routes, and courisr vehicles."”

w. HNo directive is necessary to cbtain the desired
information when and as O5 had a need for it, as is demon-
strated by the O8 security survey report, Teo require Agency
comipoments formally to submit the data on a regular baeis to
QO3 and to keep it current, and $o maiatain records of it in OS,
would be ar sdministrative burden upon the componeuts and
03 which would net serve any direct security purpose. Perhaps
the information should be submitted regularly te some poing,
but not OS; it might help toward reducing duplication of courier
systams, but caly if the reviewer of the data had authority te do

somaething about it,

b, Neither OL mnor OS5 has authority to eliminate
courier work which duplicates that of the Mail & Courier
Branch., The corrective action could be taken by the DD/S
fouemg ths recommended management study.

amf ) No. ll: "(Mmm«dl!yhmdﬂrmc.)
- to tehrvmhdnﬂumodhaﬂty
' tcrwn@ﬂmmuny. '

mrmmchMumﬂurmhwryﬂrumn, -
posscssed a credential which had axpired. This was at the

Exocutive B.cguuytnd. as the npertdiulﬂel. it o alyen . S

¢
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rare occasions that its ceouriers carry firearms. JFollowing
the OS5 security survey, this courier requalified in the use ol
firsarms and was issued a new credential,

Recommendation No, 12: "That the DD/8 request the Director of
Secarity to extend his curreat technical interrogatioa pmnm’
to all Agency couriers; and that he be instructed to initiate a b
positive Cl program deasigned to minimize the damage to N&ﬂanl
Security and embarrassment to the Agency should a serious
breach of security occur,™

a. The first pari of this recommaendation refexs to the
fact that O3 bas a program uader which all couriers of the Mail
& Courier Branch, OL, are polygraphsd once a year. Soms
other courier groups alec are included in the program, sad it
is scheduled to add the OCI couriers as scon as the work load
permits.

b. The secomnd part of the recomumendation is that the
Director of Security be instructed to initiate a "positive CI
program’ as to the couriers. Careful consideration should be
given before this recormmendation {8 adopted. It is not felt in
O8S that there is aay necessity at this timse to take any further
steps than those presently in effect as to courisr persammel.

¢. When a person is recruited for a coarisr positicm,

or assigned from elscwhere to such duties, ha is sabjected to
special close scrutiny and screening beyond that of ordinary
applicants; thors are cases where a parson bas been approved
for general employmaent but not for courier work. Although
there are no regulatory provisions requiriag this, OS fully
realizas the security haxard potential ‘mcun.g to courier _
. work; and any courier later may be assigned te duties nqnlrmg

- .oas. of m -puul types of cloarances cm!lh'gfpnmol -mﬂty

iueuﬂty muum as ta couriers or
- careful investigation,” Couriers are s channel botw
,_-:'t!u othr Usip qnncln. #0 that any uud Tege

,7
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This totale to a rather good omﬁtyma. : e

d. lmplementation of the other security rnmum

as to courier procedures and as to fraprovemants ia the sup
vision of couriers, will further decrease the posaidility of
security compromises of ciassified material placed inthe . P
courier channele. Weorking towards perfecting the m
of the courier systems may ba & better immediate
towards effecting their greater security than any m p.hhdl
towards their parsonnel.

T N oA A A

. nutua mu the Director of Sscurity is to ... cenduct
internal counterintelligence programs ... Faragra

goes oa to state ... establish safeguards necessary {o preveat
physical penetration ... Nowhere in the regulations {s specific
mention made of couriers or the Agency Ceurier System, noy
reguires the Dirocm of Secuuy to give this activity special
attention.”

a. There are various sctivities within the Agency to
which the Director of Security gives special attention without
any regulatory requirement that such be dome. The courier
systems are givea special attsation, as shown by the wn
under the preceding recommendation. Mo changs ia, or twtﬁu
to, the regulations is necessary in this rmrd. ;

Recommendation No, 14: ' When courier cmn is all
vohicles used by couriers will be ; wri
for[  |classified material while {n translt. Wherever °
feasible, a two-way radio telephone m b. mnnu.- PRSP

s, Tmrmmtq
Mail & Courler Branch. It has obtaia

8
SEGHET
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8+ This recosmnendation is W
m by&nmmhdmﬂ
umw--uyhrmm

a | | & special assistant In this office,

has beens assigned this task, and has been coordinmating with your

Sheflieid Edwards
Dizector of Security
Distribution:
Orig & 1 - Adse
1 - DD{PPS)
SPA(PPS)

- Chrena

OS/ SPA(PPB) .ﬁ“ucl.jmj (2.3 Mar. 63)

Rotyp-d 2 Ap:r 62 EMW:jmj (!'or ﬁpatni; n(D/S.) :

e
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SENDER WILL CHECK CLASSIFICATION TOP AND BOTTOM

| UNCLASSIFIED | | CONFIDENTIAL | | SECRET

CENTRAL INTELLIGENCE AGENCY
OFFICIAL ROUTING SLIP

TO NAME AND ADDRESS DATE INITIALS
1
2
3
4
5
6
ACTION DIRECT REPLY PREPARE REPLY
APPROVAL DISPATCH RECOMMENDATION
COMMENT FILE RETURN
CONGURRENCE INFORMATION SIGNATURE
Remarks:
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s e ool 7

FOLD HERE.TO RETURN TO SENDER

FROM: Nam ND PHONE NO. DATE,
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